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1. Théng tin cac 16 hong bao mat
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STT CVE Mo ta Link tham khao
- Piém: CVSS: 8.8
(Cao)
- Mo ta: L3 hong trong
s'\,/:: 'r(j:rSOfého i?haré%? https://msrc.microsoft.com/upda
1 CVE-2024-26198 phep te-guide/vulnerability/CVE-

tugng tin cong thuc thi
ma tur xa.

- Anh huéng: Microsoft
Exchange Server 2016,
2019.

2024-26198

CVE-2024-21407

- Diém: CVSS:
(Nghiém trong)

8.1

- M6 ta: LS hong trong
Windows Hyper-V cho
phép dbi twong tan cong
thuc thi ma tur xa.

- Anh hudng: Windows
10, Windows 11;
Windows Server 2012,
2012 R2, 2016, 2019,
2022.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21407

CVE-2024-21408

- Dbiém: CVSS:
(Nghiém trong)

5.5

- Mo ta: L3 hong trong
Windows Hyper-V cho
phép ddi tuong tan cong
thuc hién tin cong tu
chdi dich vu (DoS).

- Anh huoéng: Windows
10, Windows 11;
Windows Server 2016,
2019, 2022.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21408

CVE-2024-21334

- Diém: CVSS: 9.8 (Cao)
- M6 ta: Lo hong trong
Open Management
Infrastructure (OMI) cho

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21334
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phép d6i tugng tin cong
thuc thi ma tir xa.

- Anh huong: OMI;
System Center
Operations Manager
(SCOM) 2019, 2022.

- Piém: CVSS: 7.8 (Cao)
- M6 ta: Lo hong trong
Microsoft SharePoint
Server cho phép dbi
tugng tan cong thyc thi
ma tur xa. https://msrc.microsoft.com/upda
5 | CVE-2024-21426 |- Anh huéng: te-guide/vulnerability/CVE-

Microsoft SharePoint| 2024-21426
Enterprise Server 2016,
Microsoft SharePoint
Server 2019; Microsoft
SharePoint Server
Subscription Edition.

- Piém: CVSS: 8.8 (Cao)
- Mo ta: LS hong trong
Skype for Consumer cho| https://msrc.microsoft.com/upda
6 | CVE-2024-21411 | phép dbi tuwong tin cong| te-guide/vulnerability/CVE-
thuc thi ma tir xa. 2024-21411

- Anh huong: Skype for
Consumer.

2. Hwéng din khic phuc
Bién phap tét nhat dé khac phuc la cap nhat ban va cho céc 16 hong bao mat
néi trén theo huéng dan cua hang. Cac co quan, don vi tham khao céc ban cap
nhat phi hop cho cac san pham dang st dung tai link nguén tham khao tai muc
1 cua phu luc.
3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/3/12/the-march-2024-
security-update-review
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